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The  paper  explores  the  impact  of  deepfakes  on  the  creation  of  digital  avatars  and  their  use  in  pornography.  
Deepfakes  allow  for  the  creation  of  convincing  alterations  of  videos,  audios,  and  images,  raising  serious  
concerns  about  privacy,  consent,  and  exploitation.  The  paper  analyses  how  deepfakes  can  create  explicit  
content  without  people’s  consent,  raising  ethical  and  legal  concerns.  Legal  research  is  used  to  analyse  
the  legal  implications  of  deepfakes  and  explains  how  these  technologies,  such  as  generative  adversarial  
neural  networks  (GANs),  work.  It  discusses  how  deepfakes  are  used  to  create  non-consensual  
pornography,  severely  affecting  people’s  privacy  and  dignity.  The  paper  also  analyses  current  laws  and  
the  need  for  stricter  regulation  to  address  the  malicious  use  of  deepfakes.  The  urgency  of  developing  
robust  legal  frameworks  and  the  responsibility  of  technology  platforms  to  protect  victims  is  highlighted.  
Furthermore,  the  need  for  better  detection  tools  and  public  education  on  how  to  identify  this  type  of  
content  is  underlined.  In  conclusion,  the  study  highlights  the  need  for  a  comprehensive  approach  to  
mitigate  the  risks  associated  with  the  abuse  of  these  technologies  and  protect  the  fundamental  rights  of  
individuals  in  the  digital  age.

SUMMARY:

Accepted /  Accepted

Pages /  Pages

October  31,  2024
Received /  Received

From  41  to  64

November  27,  2024

ISSN:  1885-365X

KEYWORDS:

Deepfakes,  avatar,  sexualization,  crimes,  pornography,  metaverse.

Camilo  Jose  Cela  University

Camilo  Jose  Cela  University

The  article  explores  the  impact  of  deepfakes  on  the  creation  of  digital  avatars  and  their  use  in  pornography.  Deepfakes  make  it  possible  to  create  

convincing  alterations  of  videos,  audio  and  images,  raising  serious  concerns  about  privacy,  consent  and  exploitation.  The  study  analyzes  how  

deepfakes  can  create  explicit  content  without  people's  consent,  raising  ethical  and  legal  concerns.  Legal  research  is  used  to  analyze  the  legal  

implications  of  deepfakes  and  explain  how  these  technologies,  such  as  generative  adversarial  neural  networks  (GAN),  work.  It  is  discussed  how  

deepfakes

Communication  and  Man.  Number  21.  Year  2025  •  DOI:  https://doi.org/10.32466/eufv-cyh.2025.21.862.41-64

ABSTRACT:

Pablo  Fernandez  Alonso

Juan  Emilio  Suné  Cano

STUDY /  STUDYAUTHORS /  AUTHORS

Machine Translated by Google



1.  Introduction  to  deepfake  avatars
and  pornography:  An  academic  study

One  of  the  most  controversial  applications  of  deepfake  technology  is  its  intersection  with  pornography.  Deepfake  

avatars  can  be  used  to  create  explicit  content  by  superimposing  a  person’s  image—often  without  their  consent—

onto  a  digital  or  real  body.  This  practice  has  raised  serious  concerns  about  privacy,  consent,  and  exploitation,  raising  

ethical,  social,  and  legal  questions  about  the  regulation  of  AI-based  technologies  and  their  impact  on  people’s  lives.

This  study  aims  to  explore  the  implications  of  deepfake  avatars  in  pornography,  focusing  on  the  legal,  social,  

and  psychological  ramifications  of  such  technology.  The  following  questions  will  be  examined:  How  do  deepfake  

avatars  contribute  to  pornography?

The  emergence  of  deepfake  avatars  in  pornography  has  led  to  a  number  of  debates  in  academic,  legal,  and  

cultural  contexts.  For  example,  the  proliferation  of  non-consensual  deepfake  pornography  has  become  an  urgent  

topic,  as  the  ability  of  perpetrators  to  manipulate  images  of  people—whether  public  figures  or  “anonymous”  citizens

—to  create  explicit  content  causes  significant  psychological,  social,  and  emotional  harm.  While  AI-generated  avatars  

in  the  video  game  and  entertainment  industry  often  promote  personal  freedom  and  creative  expression,  their  

application  in  pornography  has  raised  concerns  about  exploitation,  consent,  and  the  commodification  of  people’s  

images.

The  rapid  advancement  of  artificial  intelligence  (AI)  and  machine  learning  technologies  has  enabled  significant  

progress  in  the  creation  of  synthetic  media,  especially  deepfakes.  These  AI-generated  manipulations  can  create  

highly  convincing  alterations  of  videos,  audios,  and  images,  making  it  increasingly  difficult  to  distinguish  between  

reality  and  fabrication.  In  particular,  the  use  of  deepfake  technology  in  the  context  of  avatars—digital  representations  

of  real  people—has  become  a  critical  issue  in  both  the  entertainment  realm  and  in  ethical  discourse.

the  rise  of  explicit  non-consensual  content?  What  are  the  legal  considerations  regarding  the  use  of  AI  to  generate  

synthetic  pornography?  How  do  such  advances  impact  various  areas?  In  addition,  the  effort  of  lawmakers,  tech  

companies,  and  advocacy  groups  to  address  the  challenges  posed  by  deepfake  pornography  and  the  potential  

solutions  that  are  being  explored  will  be  discussed.
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On  the  other  hand,  this  task  must  be  approached  from  the  position  of  the  jurist  or  legal  scientist,  in  the  sense  

of  a  person  who  studies  the  interpretation  and  application  of  the  Law,  as  opposed  to  the  legal  professional,  since,  

unlike  the  activity  of  the  latter,  this  work  will  not  focus  on  the  resolution  of  a  specific  case.

By  analysing  the  intersections  of  deepfake  technology,  avatars  and  pornography,  this  study  will  contribute  to  a  

broader  understanding  of  the  consequences  of  these  developments,  offering  insight  into  the  legal  frameworks  that  

are  emerging  to  protect  privacy  and  consent  in  an  increasingly  digitalised  world.

legal  knowledge  to  be  used.

Undurraga,1  distinguishes  the  following:

•  Approach  or  aporetic  stage.  In  this  stage,  the  topic  and  problem  to  be  addressed,  the  objectives,  the  method  

and  the  planning  are  selected.  Thus,  the  result  of  this  stage  is  reflected  in  the  present  section,  in  the  

objectives  section  and  in  the  schedule  provided  in  the  virtual  classroom.

In  this  way,  this  work  will  be  based  on  a  review  of  the  literature,  understood  as  an  in-depth  analysis  of  

documents  related  to  the  topic  to  be  developed.

and  collecting  information  from  printed  and  virtual  material.

•  Communication  or  formal  stage.  Finally,  this  stage  involves  concluding  the  work

As  for  the  stages  of  this  documentary  research,  following  the  model  of  Álvarez

proposed,  structuring  and  expressing  the  information  produced.

Finally,  since  the  main  source  of  information  for  this  work  is  the  analysis  of  situations  and  their  response  at  

different  levels,  the  fundamental  research  method  will  be  inductive,  going  from  the  particular,  that  is,  the  legal  

problem  solved  by  the  different  instances  involved,  to  the  general,  this  being  the  regularities  or  patterns  that  are  

observed  in  the  application  of  the  Law  to  the  issue  analyzed.

In  this  way,  the  method  to  be  used  will  be  the  tool  that  makes  it  possible  to  extract  the  general  concepts  and  

principles  whose  knowledge  is  essential  to  fully  understand  the  institutions  analyzed,  going  beyond  their  specific  

applications  contained  in  the  various  sources  analyzed.

•  Construction  or  analysis  stage.  Thus,  this  stage  corresponds  to  data  analysis,

Thus,  to  carry  out  this  work,  a  documentary  investigation  will  be  undertaken,  consulting

its  interpretation  and  its  synthesis.

•  Erudition  or  heuristic  stage.  In  this  stage,  the  sources  of  knowledge  are  identified  and  located.

Since  the  area  of  knowledge  covered  by  this  article  is  Law,  the  methodology  of  legal  research  will  be  followed  for  its  

implementation.  However,  given  that  such  methodology  is  defined  as  the  "philosophical  discipline  whose  object  is  

the  study  of  general  methods  of  knowledge  that  can  be  used  to  investigate  and  solve  problems  related  to  the  legal  

field",  the  method  used  is  detailed.

2.  Methodology
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3.  Introduction,  but  does  Taylor  Swift  really  
support  Donald  Trump  or  is  she  in  the  
pornography  industry?

44

in  the  November  elections.

But  that  was  just  the  beginning,  and  not  all  of  the  sexual  images  generated  of  the  singer  

were  removed  from  the  social  network:  the  images  were  spread  on  other  accounts  and  on  

other  platforms,  new  content  and  manipulated  deepfakes  of  pornographic  content  appeared,  

and  the  term  'Taylor  Swift  AI'  went  viral  in  several  regions  of  the  world.

But  it  was  not  the  first  time,  nor  will  it  be  the  last,  that  the  artist  suffered  the  use  of  virtual  

avatars  or  AI-altered  images  on  her  image,  and  she  had  suffered  it  in  an  even  darker  way,  that  

of  pornography.  In  January  2024,  sexually  explicit  AI-generated  images  of  Swift  circulated  

with  enormous  impact  on  Twitter  (now  X).  One  of  the  posts  (from  a  verified  user)  reached  45  

million  views,  24,000  reposts  and  hundreds  of  thousands  of  accounts  saved  the  tweet  before  

the  account  was  suspended  17  hours  later  for,  according  to  X,  violating  the  prohibition  of  

"posting  images  of  non-consensual  nudity."  Consensual  sexual  content  is  allowed  on  the  

social  network.

At  the  time  of  closing  this  article,  there  are  still  days  left  until  the  2024  presidential  elections  in  

the  United  States  of  North  America,  a  campaign  undoubtedly  with  many  vicissitudes  to  

comment  on,  but  we  will  focus  on  one:  when  in  the  final  months  of  the  campaign  both  the  

Republican  candidate,  Donald  Trump,  and  his  followers  used  the  image  of  a  specific  person  

to  campaign:  Taylor  Swift.  But  not  real  photographs,  but  manipulated  videos  and  images  or  

with  virtual  avatars  simulating  or  with  immense  resemblance  to  Taylor  Alison  Swift  (the  artist's  

full  name)  generated  with  AI,  the  so-called  deepfakes  that  we  will  now  delve  into,  as  their  own  

authors  later  recognized,  in  which  the  singer  supposedly  shows  her  support  for  the  Republican  

candidate.  It  was  a  double  falsehood,  first  because  of  those  avatars  or  manipulated  images  

simulating  being  the  artist  and  for  spreading  a  false  message,  since  after  the  only  electoral  

debate  between  Vice  President  Kamala  Harris  and  Donald  Trump,  the  singer  published  a  post  

on  Instagram  in  which  she  gives  her  support  to  Harris  and  stated  that  she  would  vote  for  her.

Not  in  vain,  the  artist  was  nominated  Person  of  the  Year  in  2023  by  Time  magazine,  and  

is  considered  the  fifth  most  powerful  woman  in  the  world  according  to  Forbes.  With  283  million  

followers  on  Instagram,  and  being  the  first  female  fortune  in  the  business  world  of  music  after  

recently  dethroning  the  Barbadian  artist  and  businesswoman  Robyn  Rihanna  Fenty,  known  

artistically  as  Rihanna,  Taylor  Swift  is  now  the  richest  singer  in  the  world  after  having  

surpassed  Rihanna's  1.4  billion  dollars.  At  just  34  years  old,  the  American's  assets  already  

reach  1.6  billion  dollars  (about  1,458  million  euros),  according  to  Forbes  magazine.  And  

despite  this  popularity  and  business  positioning,  or  perhaps  precisely  because  of  it,  she  

suffered  this  type  of  deplorable  acts,  giving  us  an  idea  of  the  magnitude  and  scope  of  the  

problem.
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4.  Deep  lies  or  deepfakes,  what  are  they?

Online  is  pornographic,  and  deepfake  pornography  disproportionately  victimizes  women.  In  

addition,  there  are  concerns  about  the  potential  growth  in  the  use  of  deepfakes  for  other  

purposes,  particularly  disinformation.  Deepfakes  could  be  used  to  influence  elections  or  incite  

civil  unrest,  or  as  a  weapon  of  psychological  warfare.  They  could  also  lead  to  legitimate  

evidence  of  wrongdoing  being  ignored  and,  more  generally,  undermine  public  trust  in  

audiovisual  content.

How  does  it  work?  Deepfakes  are  based  on  adversarial  or  artificial  neural  networks,  which  

we  will  discuss  in  depth  later  in  this  article,  but  in  short,  they  are  computer  systems  loosely  

modeled  on  the  human  brain  that  recognize  patterns  in  data.  Developing  a  deepfake  photo  or  

video  typically  involves  feeding  hundreds  or  thousands  of  images  to  the  artificial  neural  

network,  'training'  it  to  identify  and  reconstruct  patterns,  usually  faces.

Deepfakes  use  different  underlying  AI  technologies,  in  particular  autoencoders  or  

generative  adversarial  networks  (GANs).  An  autoencoder  is  an  artificial  neural  network  trained  

to  reconstruct  the  input  from  a  simpler  representation.  A  GAN  consists  of  two  competing  

artificial  neural  networks,  one  trying  to  produce  a  fake  and  the  other  trying  to  detect  it.  This  

competition  continues  for  many  cycles,  resulting  in  a  more  plausible  representation  of,  for  

example,  faces  in  a  video.  GANs  often  produce  more  convincing  deepfakes,  but  they  are  

harder  to  use.

Researchers  and  internet  companies  have  experimented  with  various  methods  to  detect  

deepfakes.  These  methods  also  often  use  AI  to  analyze  videos  for  digital  artifacts  or  details  

that  deepfakes  fail  to  realistically  mimic,  such  as  eye  blinks  or  facial  tics.

Several  studies  indicate  that  around  96%  of  deepfakes  are  used  to  create  pornographic  

content  of  famous  women  without  their  consent.3

According  to  a  recent  report  from  the  company  Deeptrace,  much  of  the  deepfake  content

From  the  perspective  of  the  undersigned,  a  deepfake  could  be  defined  as  a  video,  photo,  or  

audio  recording  that  appears  real  but  has  been  manipulated  with  AI.  The  underlying  

technology  can  replace  faces,  manipulate  facial  expressions,  synthesize  faces,  and  

synthesize  speech.  Deepfakes  can  show  someone  appearing  to  say  or  do  something  that  

they  never,  in  fact,  said  or  did.  While  deepfakes  have  benign  and  legitimate  applications  in  

areas  such  as  entertainment  and  commerce,  they  are  commonly  used  for  exploitation.

According  to  404  Media,2  these  first  images  with  sexualized  avatars  of  the  American  

businesswoman  could  have  emerged  in  a  Telegram  group  where  users  share  explicit  images  

of  women  generated  with  the  tool  that  includes  Microsoft  Designer  AI.  But  they  have  not  been  

the  only  ones.  With  the  appearance  of  the  new  AI  of  X,  Grok,  sexualized  images  of  Swift  in  

underwear  and  intimate  situations  have  been  circulating  on  the  social  network.

“Deepfake  in  pornography.”  Communication  and  Man.  2025,  No.  21,  pp.  41-64.
Juan  Emilio  Suñé  Cano  and  Pablo  Fernández  Alonso.  «The  dark  side  of  avatars  generated  with  artificial  intelligence.

DOI:  https://doi.org/10.32466/eufv-cyh.2025.21.862.41-64

technology-49961089

2/  https://www.404media.co/microsoft-closes-loophole-that-created-ai-porn-of-taylor-swift/
3/  https://igp.sipa.columbia.edu/news/rise-deepfake-pornography  https://www.bbc.com/news/
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5.  Creation  and  consequences  of  deepfakes

From  a  legal  point  of  view  in  Spain,  the  fact  that  several  of  the  minors  identified  are  13  

years  old  or  younger  closes  the  door  to  being  able  to  demand  criminal  responsibility  from  

them.  However,  criminal  action  could  be  taken  against  those  who  are  already  14  years  old,  

although  it  is  difficult  to  determine  the  type  of  charge,  since  until  the  images  and  the  

intervention  of  each  person  involved  are  analyzed,  it  is  not  possible  to  determine  what  crimes  

those  over  this  age  may  have  committed.  The  Public  Prosecutor's  Office  was  initially  exploring  

four  types.  For  the  first  two  to  occur,  preparation  or  distribution  of  pornographic  material  

(article  189.1b  of  the  Criminal  Code)  and  possession  of  child  pornography  (article  189.5),  the  

Criminal  Code  requires  that  the  images  show  an  explicit  sexual  act  in  which  a  minor  participates  

or  that  the  sexual  organs  of  the  minor  are  visible  "for  primarily  sexual  purposes."

All  of  the  above  shows  us  the  ease  of  access  and  handling  of  this  type  of  pornographic  

deepfake  generation  tools,  and  the  difficulty  of  their  prosecution  and  penalization.

We  cannot  forget  the  case  of  the  Kingdom  of  Spain,  where  in  September  2023  there  was  

a  case  of  distribution  of  deepfake  images  of  underage  students  in  a  school  in  Badajoz;  those  

finally  identified  as  perpetrators  were  several  minors  who  generated  and  distributed  the  images  

of  apparently  naked  girls  from  the  same  school  in  the  town  of  Almendralejo,  all  of  them  under  

14  years  old.  Police  sources  confirmed  that  the  agents  identified  at  least  10  minors,  several  

of  whom  used  the  application  through  which  the  artificial  images  were  created,  and  most  of  

whom  were  part  of  the  chat  in  which  these  photos  were  distributed.4

The  big  question  readers  will  ask  themselves  is,  no  doubt,  how  accessible/easy  to  use  is  

this  technology?  Anyone  with  basic  computer  skills  and  a  home  computer  or  a  mobile  phone  

with  a  certain  capacity  can  create  a  deepfake.  There  are  computer  applications  openly  

available  on  the  internet  with  tutorials  on  how  to  create  deepfake  videos.

However,  to  develop  a  somewhat  realistic  deepfake,  these  applications  typically  still  require  

hundreds  or  thousands  of  training  images  of  the  faces  to  be  swapped  or  manipulated,  making  

celebrities  and  government  leaders  the  most  common  subjects.  The  most  convincing  

deepfakes  created  with  GANs  require  more  advanced  technical  skills  and  resources.  As  

artificial  neural  network  technologies  have  rapidly  advanced  in  parallel  with  more  powerful  and  

abundant  computing,  so  too  has  the  ability  to  produce  realistic  deepfakes.

There  could  also  be  a  crime  against  the  moral  integrity  of  minors  (Article  173)  or  one  against  

privacy  (Article  197)  in  the  event  that  the  image  of  the  girls'  faces  was  obtained  by  invading  

their  privacy  (for  example,  through  photos  taken  in  a  private  space  or  taken  from  their  private  

profiles  on  social  networks).

In  2017,  researchers  at  the  University  of  Washington  in  the  United  States  demonstrated  how  

dynamic  image  generation  editing  technology  could  be  manipulated
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6/  https://www.bbc.com/news/av/technology-40598465
5/  https://www.bbc.com/news/av/technology-40598465

The  AI  technology  that  makes  deepfakes  possible  makes  it  possible  to  create  sophisticated  videos  that  are  so  

realistic  that  they  are  almost  indistinguishable  from  reality.  Deepfakes  are  worrying  precisely  because  they  allow  the  

manipulation  of  anyone's  image  and  call  into  question  our  ability  to  trust  what  we  see.  An  obvious  use  of  deepfakes  

would  be  to  falsely  implicate  people  in  scandals  of  all  kinds:  political,  financial,  sexual,  etc.

What  is  at  stake  with  the  emergence  of  these  deepfakes  is  the  underlying  social  structure  in  which  most  of  society,  

at  a  given  time,  agrees  that  there  is  some  form  of  mutually  accepted  and  widely  disseminated  truth  and  the  social  

realities  that  are  based  on  this  trust.  In  the  wake  of  mass  disinformation,  even  honest  public  figures  could  easily  be  

ignored  or  discredited.  Traditional  organizations  that  have  supported  and  enabled  social  and  political  consensus,  the  

government  and  the  press,  will  no  longer  be  sufficiently  fit  for  the  purpose  they  would  have  been  serving  in  the  non-

digital  environment.  As  Frankfurt  (2007)  points  out,  the  ideas  of  truth  and  factuality  are  indispensable  to  fully  endow  the  

exercise  of  rationality  with  substantiveness.

Even  if  incriminating  images  are  proven  to  be  fake,  the  damage  to  the  victim’s  reputation  may  be  impossible  to  repair.  

For  example,  politicians  could  recreate  old  images  of  themselves  to  make  it  appear  that  they  had  always  supported  a  

narrative  that  had  recently  become  popular,  falsely  updating  or  recreating  their  political  positions  in  real  time;  similarly,  

it  would  be  possible  to  generate  out  of  thin  air  fictional  images  of  a  politician  engaged  in  activities  that  never  existed.

using  a  deep  learning  algorithm  to  imitate  President  Obama's  facial  expressions  and  voice,  creating  videos  of  the  

former  president  that  appear  to  be  making  speeches  using  words  from  previous  interviews.5  However,  the  generation  

of  fake  images  had  part  of  its  origin,  which  we  will  not  consider  here,  in  the  use  of  real  images  of  actresses  transplanted  

to  the  bodies  of  other  actresses  in  the  pornography  market  on  networks  such  as  Reddit.6

Even  public  or  private  figures  could  be  designed  that  are  completely  imaginary,  original,  but  not  authentic,  i.e.  

synthetic  or  synthesis  images.  Meanwhile,  video  images  could  become  useless  as  evidence  in  court.  Broadcast  news  

could  be  reduced  to  people  debating  whether  videos  are  authentic  or  not,  using  increasingly  complex  AI  to  try  to  detect  

this  type  of  deep  lies  that  will  not  always  be  able  to  detect  the  best-crafted  manipulations,  as  Bunk  et  al.  (2017)  or  Li  

and  Siwei  (2018),  among  others,  warn.  There  are  different  types  of  deepfakes,  from  those  that  constitute  face  swaps  

(exchange),  audio  deepfakes  that  imitate  a  voice  shape,  complete  dynamic  facial  recreations,  or  those  that  synchronize  

the  lips  of  the  false  voice  and  insert  it  into  a  public  face  that  will  mimetically  reproduce  the  facial  expression  fused  with  

the  falsified  oral  one,  which  will  develop  synthetic  mimetic  models  that  will  recreate  elements  of  non-verbal  

communication  capable  of  generating  the  sensation  in  the  audience  that  it  corresponds  to  the  real  person  whose  

characteristic  gestural  information  is  falsified,  among  the  most  common.
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It  is  true  that  there  is  an  increasingly  marked  effort  to  try  to  detect  this  type  of  deep  lies;  thus,  one  can  observe  the  

effort  of  the  project  led  by  the  Defense  Advanced  Research  Projects  Agency  (DARPA),  which  is  an  agency  of  the  

United  States  Department  of  Defense  responsible  for  the  development  of  new  technologies  for  military  use,  called  

Media  Forensics  (MediFor).  The  Media  Forensics  program  is  developing  tools  capable  of  identifying  when  videos  and  

photos  have  been  significantly  altered  from  their  original  state  to  change  their  content;  this  program  has  been  in  

development  since  2015,  when  it  became  evident  as  a  national  security  problem  in  the  United  States.

It  is  also  becoming  easier  and  cheaper  to  create  the  programs  for  creating  and  developing  these  types  of  videos,  

which  means  that  it  will  soon  be  possible  for  anyone  with  a  personal  computer  and  the  appropriate  processing  capacity  

(which  does  not  exclude  network  processing  by  groups  to  have  greater  computing  capacity  in  less  time)  and  the  

appropriate  software,  to  have  the  necessary  means  to  create  and  distribute  them  quickly  and  efficiently  anywhere  in  the  

world.

Some  people  question  the  facts  surrounding  events  that  undoubtedly  happened,  such  as  the  Holocaust,  the  moon  

landing,  the  9/11  attacks  in  the  United  States,  or  the  fact  that  the  Earth  is  round,  despite  all  kinds  of  evidence.  If  

deepfakes  lead  people  to  believe  that  images  cannot  be  trusted,  the  problems  of  misinformation  and  conspiracy  theories  

could  become  significantly  worse,  as  Jolley  and  Douglas  (2017)  point  out.  Conspiracy  thinking  is  characterized,  as  

Bauer,  Bradley,  and  Bangerter  (2013)  point  out,  by  the  inability  to  assign  adverse  facts  a  causal  determinant,  implying  

an  “almost  religious”  way  of  thinking  about  processes.  While  it  is  true  that  the  technology  used  to  create  deepfakes  is  

not,  at  the  moment,  sophisticated  enough  to  simulate  large-scale  historical  events  or  conflicts.  There  is  concern  that  the  

doubt  raised  by  one  or  more  convincing  and  internationally  well-disseminated  deepfakes  that  affect  the  appropriate  

nodes  of  social  diffusion—that  is,  the  most  densely  connected—could  permanently  alter  our  trust  in  audio  and  video.

Richard  Feynman7  pointed  out  that  science  is  a  long  story  of  learning  how  not  to  deceive  ourselves,  perhaps  for  

this  reason  we  will  need  to  develop  new  forms  of  consensus,  new  ways  of  agreeing  on  social  situations  based  on  

alternative  forms  of  trust.  A  promising  approach,  but  not  without  limitations,  we  must  note,  could  be  to  decentralize  

trust,  so  that  we  no  longer  need  some  classic  institutions  to  guarantee  whether  the  information  is  genuine,  a  role  that  

has  traditionally  been  played  by  the  press  or  television  and  radio  in  their  various  dimensions,  both  in  material  and  

immaterial  formats.  And,  instead,  one  could  propose  trusting  networks  of  people  or  organizations  with  a  good  reputation,  

let  us  think  as  a  model  of  Wikipedia,  a  virtual  encyclopedia  as  rigorous  as  the  British  Encyclopedia.  One  way  to  do  this  

could  be  through  the  use  of  blockchain,  the  technology  that  drives  Bitcoin  and  other  cryptocurrencies.  Blockchain  works  

by  creating  a  public  ledger  stored  in  a  database.

7/  https://www.hindustantimes.com/more-lifestyle/infectious-enthusiastic-relevant-a-physicist-s-take-on-
richard-feynman/story-jD3jualkHCX5WuXcCp0ndL.html
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AI,  and  in  particular  generative  adversarial  networks  (GANs),  are  increasingly  capable  of  

identifying  things  or  objects  with  great  precision.  You  can  show  them  ten  million  photographs  

and  they,  the  GANs,  will  be  able  to  identify  with  astonishing  precision  which  ones  show,  for  

example,  a  person  riding  a  bicycle  along  a  street.  The  problem  is  that  to  create  something  

completely  new,  imagination  is  needed,  a  circumstance  that  until  now  was  not  possible  due  to  

the  models  and  procedures  available  in  AI.

The  GAN  approach  uses  two  neural  networks—simplified  mathematical  models  of  the  brain

—that  are  pitted  against  each  other;  in  other  words,  “confrontation  between  networks”  is  the  

essence  of  self-learning  that  results  from  this  confrontation.  Both  networks  are  trained  on  the  

same  data  set.  One  network,  known  as  the  generative  network,  is  tasked  with  creating  

variations  on  images  it  has  already  seen—perhaps  an  image  of  a  bicycle  with  an  extra  wheel.  

The  second,  known  as  the  discriminator,  must  identify  whether  the  image  it  is  seeing  belongs  

to  the  original  training  set  or  is  instead  a  fake  image  produced  by  the  generative  network.  The  

discriminator  network  is  essentially  asked  the  following  question:  Is  a  bicycle  with  three  wheels  

likely  to  be  real?  Over  time,  the  generative  network  becomes  so  good  at  producing  images  

that  its  discriminator  partner  becomes  unable  to  detect  the  fake.  In  short,  the  generative  

network  learns  to  recognize  and  subsequently  create  images  of  realistic-looking  bicycles.

In  this  way,  trust  is  distributed  among  all  computers  that  can  scrutinize  each  other,  increasing  

responsibility  and  making  it  possible,  hypothetically,  to  build  mechanisms  for  verifying  and  

contrasting  sources  and  facts  of  proven  reliability.

on  multiple  computers  around  the  world  at  once  and  tamper-proofed  using  cryptography.  Its  

algorithms  allow  computers  to  agree  on  the  validity  of  any  changes  to  the  ledger,  making  it  

much  harder  to  record  false  information.

This  technology  has  emerged  as  one  of  the  most  promising  AI  developments  of  the  past  

decade,  capable  of  helping  machines  produce  results  that  fool  even  expert  humans.  GANs  

have  been  used  to  create  hyper-realistic  images  and  sounds.  In  one  compelling  example,  

researchers  at  graphics  chipmaker  Nvidia  trained  a  GAN  on  photographs  of  famous  people  so  

that  the  system  was  able  to  create  hundreds  of  believable  faces  of  people  who  don’t  exist.  

Another  research  group  managed  to  generate  fake  paintings  resembling  Van  Gogh’s  works.  

Pushed  even  further,  GANs  can  reinterpret  images  in  different  ways:  they  can  make  a  sunny  

road  look  snowy  or  turn  horses  into  zebras.

The  results  aren't  always  perfect—GANs  can  create  bicycles  with  two  types  of  handlebars  

or  three  saddles,  for  example,  or  faces  with  eyebrows  in  the  wrong  place  on  a  human  face.  

But  because  the  images  and  sounds  are  often  so  extraordinarily  realistic,  some  experts  believe  

there's  a  logic  behind  how  GANs  begin  to  understand  the  underlying  structure  of  the  world  they  

see  and  hear.  Others,  however,  who  we  subscribe  to,  think  that  both  the  algorithms  and  neural  

networks  that  employ  these  technologies  are  completely  unaware  of  their  own  existence,  

lacking  intelligence  and  self-awareness,  essential  characteristics  of  human  intelligence.
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If  the  fable  of  Peter  and  the  wolf  were  to  take  place  today,  the  problem  would  not  be  that  

the  peasants  did  not  believe  Peter,  but  that  they  would  even  side  with  the  wolf.  The  moral  of  

the  story  about  the  consequences  of  not  being  honest  is  beginning  to  blur  as  generative  AI  

becomes  more  capable  of  creating  hyperrealistic  false  content  or  deepfakes,  and  these,  in  

turn,  become  a  weapon  to  generate  a  climate  of  widespread  skepticism.

It’s  as  if  the  animal  managed  to  convince  the  farmers  that  it  did  not  eat  Peter’s  flock  by  

arguing  that  the  remains  of  dead  sheep  are  part  of  a  hoax  orchestrated  by  the  boy  to  harm  

him.  The  phenomenon  is  known  as  “the  liar’s  benefit”,  in  which:  “general  wariness  of  falsehoods  

on  a  given  topic  can  muddy  the  waters  to  the  point  that  people  do  not  believe  true  claims,”  

explains  the  report,  adding:  “For  example,  politicians  have  labelled  reliable  reports  as  AI-

enabled  forgeries,  or  have  spread  manipulated  content  to  sow  doubt  about  very  similar  genuine  

content.”

“Over  the  past  year,  this  new  technology  has  been  used  in  at  least  16  countries  to  sow  

doubt,  defame  opponents  or  influence  public  debate,”  warns  this  year’s  edition  of  the  Freedom  

on  the  Net  report  by  the  non-profit  organisation  Freedom  House.  Focusing  on  Europe  alone,  it  

is  easy  to  find  cases  of  deepfakes  muddying  political  and  social  issues:  France,  Germany,  

the  United  Kingdom  and,  of  course,  the  United  States,  feature  on  the  list.  “In  France,  an  AI-

manipulated  image  of  an  elderly  man  beaten  by  the  police  circulated  on  the  Internet  during  the  

March  2023  protests,  often  alongside  comments  disparaging  President  Emmanuel  Macron,”  

the  report  notes.

human  intelligence;  they  are  rudimentary  emulations  and  simulations,  but  they  simply  do  not  

know  what  they  are  doing,  a  fact  that  their  designers  understand.  The  potential  of  GANs  is  

very  great  because  they  can  learn  to  imitate  any  data  distribution.  That  is,  GANs  can  be  taught  

to  create  worlds  eerily  similar  to  our  own  in  any  domain:  images,  music,  speech,  prose,  etc.  

The  types  of  GAN  networks  are  constantly  evolving,  for  example,  recycle-GAN  networks  are  

capable  of  translating  content  from  one  domain  to  another,  preserving  the  native  style  of  the  

first  domain,  that  is,  if  the  contents  of  a  participant's  speech  are  transferred  to  another,  they  

are  transferred  with  the  style  of  the  first  to  the  second  in  an  automated  unsupervised  deep  

learning  process.

In  fact,  this  is  something  that  was  already  happening  without  AI  help.  Donald  Trump  didn’t  

need  deepfakes  to  convince  an  unhinged  mob  that  the  2020  election  had  been  rigged,  even  

though  he  had  no  evidence  to  support  it.  The  problem  is  that  “AI-based  tools  that  can  generate  

text,  audio,  and  images  have  quickly  become  more  sophisticated,  accessible,  and  easy  to  use,  

leading  to  a  worrying  escalation  of  these  disinformation  tactics,”  the  paper  notes.

The  serious  thing  is  not  only  that  technology  allows  lies  to  be  disguised  as  truths  for  

perverse  purposes,  as  is  often  the  case  with  AI-generated  revenge  porn.  Furthermore,  in  this  

new  world  where  everything  can  be  questioned,  important  real  events  could  easily  end  up  

wrongly  denied  if  one  of  the  interested  parties  labels  them  as  AI-generated  hoaxes.  And  do  

you  know  who  is  the  only  one  who  benefits  when  every  truth  seems  like  a  lie  and  every  lie  

seems  like  the  truth?  The  wolf.

«Deepfakes  do  pose  a  threat  to  politics,  but  right  now  the  most  tangible  threat  is  the  fact  

that  deepfakes  are  being  accused  of  making  the  real  thing  look  fake,»
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Not  only  is  Bongo  still  alive  and  kicking,  he  served  as  president  until  the  end  of  August  

2023.  Sadly,  such  situations  are  occurring  with  increasing  frequency.  Among  the  most  recent  

cases  identified  by  Freedom  House  is  that  involving  Indian  civil  servant  Palanivel  Thiagarajan  

in  April  this  year  after  recordings  of  him  disparaging  his  colleagues  were  leaked.  Thiagarajan  

claimed  that  the  audios  had  been  generated  by  machines,  even  though  several  independent  

investigators  determined  that  at  least  one  was  authentic.

To  make  matters  worse,  the  liar's  benefit  is  another  twist  to  this  whole  problem.  For  

example,  in  the  case  of  thefts  in  which  the  voice  of  a  corporate  manager  was  replicated  and  

used  to  convince  his  employees  to  make  improper  transfers,  there  is  a  possibility  that  said  

fraud  had  actually  been  perpetrated  by  the  executive  in  question,  who  would  try  to  get  away  

with  it  by  claiming  identity  theft  through  artificial  intelligence  that,  in  reality,  would  never  have  

taken  place.

Real  deepfakes  have  been  undermining  society  as  we  know  them  for  some  time  now.  

Their  ability  to  impersonate  someone  in  photos,  audio  or  video  is  being  exploited  by  

cybercriminals  to  perpetrate  fraud  and  theft  worth  millions.  Not  to  mention  the  increasingly  

serious  and  frequent  crimes  of  pornographic  deepfakes  generated  with  generative  AI.  Thus,  

an  independent  investigation  published  by  Wired  warns  that  the  publication  of  this  type  of  

false  and  non-consensual  videos,  which  disproportionately  harm  women,  has  skyrocketed.  

The  aforementioned  media  reports:

Deeptrace  Lab  researcher  Henry  Ajder  had  already  warned  in  2019,  following  the  publication  

of  his  own  report  on  the  subject.  His  work  exposed  the  events  that  occurred  in  Gabon  at  the  

end  of  2018,  when  the  population  began  to  doubt  whether  its  then  president,  Ali  Bongo,  was  

still  alive.  After  months  without  appearing  in  public,  his  traditional  video  to  wish  citizens  a  

happy  new  year  only  fueled  rumours  about  his  alleged  death  and  the  government's  cover-up  

in  the  face  of  those  who  were  convinced  it  was  false.

The  bottom  line  of  this  crisis,  which  is  particularly  acute  in  the  worlds  of  politics  and  

business,  is  that  “it’s  just  another  weapon  for  the  powerful,  who  can  now  respond  with:  ‘It’s  a  

deepfake,’  to  anything  that  might  prove  corruption  and  human  rights  abuses,”  warned  Sam  

Gregory,  an  expert  on  human  rights  abuses  at  the  Witness  organization,  in  2019,  following  

the  publication  of  the  Deeptrace  Lab  report.  In  that  same  piece,  Aviv  Ovadya,  an  expert  on  

disinformation  and  director  of  the  non-profit  organization  Thoughtful  Technology  Project,  

stated  that  this  was  his  biggest  concern  about  deepfakes,  adding:  “It’s  good  to  question  the  

evidence.  But  what  [the  creators  of  disinformation]  really  want  is  not  for  us  to  question  more,  

but  to  question  everything.”

And  it  is  that,  in  addition  to  freeing  themselves  from  possible  accusations,  the  fact  that  

society  lives  in  a  climate  of  general  skepticism  is  what  gives  liars  benefits.  «Politicians  not  only
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They  have  become  ubiquitous.  According  to  the  researcher,  who  requested  anonymity  
to  avoid  being  attacked  online,  at  least  244,625  videos  have  been  uploaded  to  the  
top  35  websites  created  solely  or  partially  to  host  pornographic  deepfakes  over  the  
past  seven  years.  During  the  first  nine  months  of  this  year,  113,000  videos  were  
uploaded  to  the  websites  —  a  54%  increase  from  the  73,000  uploaded  in  all  of  2022.  
By  the  end  of  this  year,  the  analysis  predicts  that  more  videos  will  have  been  
produced  in  2023  than  the  total  number  for  every  other  year  combined.
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8/  https://freedomhouse.org/es/article/nuevo-informe-la-manipulacion-de-las-elecciones-y-el-conflicto-armado-

marcaron-el-deterioro

A  record  41  governments  blocked  websites  with  content  that  should  be  protected  under  free  expression  

standards  under  international  human  rights  law.  Even  in  more  democratic  settings,  including  the  United  

States  and  Europe,  governments  considered  or  imposed  restrictions  on  access  to  prominent  websites  and  

social  media  platforms,  an  unproductive  approach  to  concerns  about  foreign  interference,  disinformation  

and  online  security.

The  antecedents  of  Pornhub

7.  Pornography  and  human  rights,  a  world  that  
was  already  dark  before  artificial  intelligence.

The  report  details:

The  bottom  line  is  that,  as  censorship,  abuse  and  disinformation  continue  to  increase  through  the  tactics  we  

have  been  forced  to  accept,  generative  AI  is  becoming  yet  another  eroder  of  democracy  and  society,  whether  used  

to  fabricate  lies  for  nefarious  purposes  or  simply  used  as  an  argument  to  question  any  real  scandal  that  the  public  

should  know  about.

In  this  context,  it  is  not  surprising  that  Freedom  House8  concludes  that  “internet  freedom  worldwide  has  

worsened  for  the  thirteenth  consecutive  year.”  Alongside  the  rise  of  deepfakes  and  their  promotion  to  the  benefit  

of  the  liar,  the  organization  points  to  other,  more  classic  attacks  on  human  rights  perpetrated  on  the  internet  in  

which  “AI  has  not  completely  displaced  older  methods  of  information  control.”

"They  point  out  their  own  innocence,  they  also  criticize  their  rivals  and  the  media,  which  incites  their  supporters  to  

unite  against  the  opposition,"  explains  another  study  by  the  Georgia  Institute  of  Technology  published  in  2021.

The  solution?  Sadly,  it  is  very  complicated.  “Our  legal  and  political  architectures  are  not  optimally  designed  to  

respond,”  two  legal  experts  lamented  in  2018  in  the  research  in  which  they  coined  the  term  “liar’s  benefit.”  Despite  

the  growing  efforts  to  regulate  AI  that  we  are  seeing  lately,  the  fact  that  the  problems  it  brings  have  only  multiplied  

over  the  years  predicts  a  bleak  future,  both  for  Pedro  and  for  all  of  us.  The  wolves  must  be  licking  their  chops…

Pornhub  is  an  internet  pornography  website  based  in  Montreal,  Canada.  It  is  one  of  several  pornographic  video  

streaming  websites  owned  by  MindGeek.  As  of  June  2020,  Pornhub  was  the  10th  most-trafficked  website  in  the  

world  and  the  third  most-trafficked  adult  website  after  XVideos  and  XNXX.  As  of  2024,  it  was  the  world's  #1  porn  

site  and  the  20th  most-trafficked  site  on  the  web  globally.

Pornhub  began  in  Montreal  as  a  professional  and  amateur  photography  site  in  2007,  and  today  has  offices  

and  servers  in  San  Francisco,  Houston,  New  Orleans,  London  and  Limassol,  Cyprus.
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It  all  started  with  the  publication  of  an  opinion  column  in  The  New  York  Times,  focusing  on  the  experiences  of  

victims  of  sexual  abuse  whose  videos  ended  up  on  Pornhub,  and  how  the  victims  had  to  deal  with  it,  in  the  face  of  

a  giant  with  more  visits  than  Netflix  or  Amazon  that  did  nothing  to  combat  it.

Personal  or  home  videos  uploaded  in  a  revengeful  and  non-consensual  way  could  be  found  on  the  web,  as  well  as  

many  deepfake  videos  of  celebrities  with  varying  degrees  of  global  or  local  social  impact.  In  addition,  there  was  a  

case  of  a  person  who  had  been  raped  as  a  minor  and  whose  videos  were  uploaded  on  Pornhub.

The  column,  in  which  Nicolas  Kristof  directly  accused  the  platform  of  being  infested  with  rape  videos,  monetizes  

child  rape,  revenge  porn,  spycam  videos  of  women  showering,  racist  and  misogynistic  content,  and  images  of  

women  suffocated  in  plastic  bags.  A  search  for  “girls  under  18”

(without  space)  or  “14  years  old”  leads  to  more  than  100,000  videos  in  each  case.  Most  are  not  of  children  being  

assaulted,  but  many  are.

On  March  8,  2022,  on  the  occasion  of  International  Women's  Day,  Pornhub,  the  largest  pornographic  content  

website  in  the  world,  changed  its  logo,  dyeing  it  purple  and  accompanying  it  with  the  message  "Happy  International  

Women's  Day",  thus  making  it  clear  that  the  color  change  is  not  accidental.

The  company  had  previously  been  criticized  for  slow  or  inadequate  responses  to  some  of  these  incidents,  

including  hosting  the  high-profile  Girls  Do  Porn  channel,  which  was  shut  down  in  2019  following  a  lawsuit  and  sex  

trafficking  charges.

Although  Pornhub  has  become  the  largest  reference  for  pornographic  content  in  the  world  -  with  all  that  that  

implies  -  at  the  end  of  2020  the  company  had  to  delete  around  10  million  videos  from  its  platform  because  they  were  

not  verified.

In  March  2010,  MindGeek  (then  known  as  Manwin)  bought  the  company,  which  owns  many  other  pornographic  

websites.  The  site  is  available  internationally,  but  has  been  blocked  by  some  countries  such  as  the  Philippines,  

Pakistan,  mainland  China,  and  India.  It  offers  virtual  reality  pornography,  among  other  products,  and  hosts  the  

Pornhub  Awards  annually.

Kristof  was  referring  to  cases  such  as  that  of  a  15-year-old  girl  who  disappeared  in  Florida  and  was  later  found  

on  Pornhub  by  her  mother  in  58  sexual  videos.  Or  another  case  in  California,  where  sexual  assaults  on  a  14-year-

old  girl  were  posted  on  Pornhub  and  were  not  reported  to  the  authorities  by  the  company,  but  by  a  classmate  who  

saw  the  videos.  “In  each  case,  the  offenders  were  arrested  for  the  assaults,  but  Pornhub  evaded  responsibility  for  

sharing  the  videos  and  profiting  from  them,”  Kristof  recalled.

This  column  also  prompted  investigations  by  two  payment  providers  on  the  Pornhub  platform,  Visa  and  

MasterCard,  after  which  both  companies  decided  to  withdraw  support  for  the  website.

As  a  result,  Visa  and  MasterCard  credit  and  debit  cards  can  no  longer  be  used  to  pay  for  Pornhub,  including  

Pornhub  Premium,  the  subscription  service  that  provides  access  to  half  a  million  exclusive  videos,  as  well  as  high-

resolution  content.

Following  the  scandal  caused  by  The  New  York  Times'  column,  the  company  had  to  delete  videos  en  masse  

because  it  could  not  verify  their  origin.  This  measure  was  a  way  of  acknowledging  that  it  had  not  set  limits  to  stop  

videos  of  sexual  exploitation.
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In  France,  on  July  30,  2020,  a  law  was  passed  to  force  users  to  confirm  their  age  if  they  

want  to  access  online  platforms  with  pornographic  content  in  an  attempt  to  curb  the  

consumption  of  these  videos  by  minors.  Although  it  was  not  until  the  end  of  last  year  when  the  

deadline  for  identifying  users  came,  an  obligation  that,  if  not  met,  would  lead  to  the  closure  of  

Pornhub,  Xvideos,  Xhamster,  Xnxx  or  Tukif  in  the  country.

The  impact  that  the  new  policy  has  had  on  Pornhub  has  been  relative.  The  week  before  

the  decision,  the  site  boasted  of  having  13.5  million  videos;  the  day  after  applying  the  mass  

deletion,  that  figure  fell  to  2.9  million  videos.  It  is  a  changing  figure,  which  goes  up  and  down  

constantly,  and  at  another  time  of  the  day  it  was  at  5.6  million  videos;  today,  although  its  influx  

has  been  affected,  it  still  has  the  same  global  position,  and  studies  show  that  consumers  use  

different  sites,  having  migrated  to  others  for  amateur  or  uncensored  content,  such  as  X.Hamster  

and  various  redirecting  sites  that  are  very  difficult  to  track  and  demand  accountability.

The  United  Kingdom,  for  its  part,  wants  to  follow  the  same  path.  With  the  Online  Safety  

Bill,  the  Government  will  —among  other  measures—  force  users  of  adult  websites  to  identify  

themselves  as  over  18  years  of  age,  a  measure  to  ensure  that  minors  cannot  access  this  type  

of  content.  And  Spain  has  already  considered  a  specific  identification  for  access  to  pornographic  

websites.

As  we  have  seen,  the  legality  of  deepfake  pornography  is  complex  and  varies  significantly  by  

jurisdiction.  For  example,  there  is  no  federal  law  in  the  United  States  that  currently  addresses  

the  issue,  nor  is  there  one  specifically  in  the  European  Union.  However,  several  states  in  the  

United  States  of  America  and  several  states  in  the  European  Union,

Specifically,  since  then  the  only  videos  that  can  be  uploaded  to  Pornhub  are  those  of  the  

company's  partners  and  members  of  the  model  program.  In  other  words,  it  is  content  that  is  

associated  with  a  specific  person  or  company,  and  cannot  be  uploaded  anonymously  or  

secretly.  In  addition,  all  videos  that  do  not  meet  these  conditions  have  been  removed  from  the  

platform.

The  truth  is  that  online  pornography  has  become  one  of  the  areas  where  internet  regulation  

will  come  into  play  sooner  rather  than  later,  as  demonstrated  by  some  of  the  initiatives  that  

have  already  been  seen  in  France  and  are  on  the  table  in  the  United  Kingdom.

In  response  to  both  The  New  York  Times  article  and  the  decision  by  Visa  and  MasterCard,  

Pornhub  took  several  steps  in  December  2020,  including  a  change  to  its  terms  of  use  that  

prohibits  unverified  content.

This  was  not  entirely  unexpected.  Both  Visa  and  MasterCard  have  a  somewhat  complicated  

relationship  with  the  adult  entertainment  industry,  and  they  also  block  payments  on  other  

similar  platforms.  However,  the  consequences  that  this  decision  could  have  for  the  industry  

are  much  greater,  to  the  point  that  fears  of  a  crisis  have  spread  across  the  internet.

For  its  part,  Pornhub  boasts  that  it  has  imposed  measures  that  not  even  platforms  like  

TikTok,  Facebook  or  Instagram  have,  and  claims  that  it  has  become  the  target  of  criticism  not  

for  its  policies,  but  for  being  an  adult  content  platform.
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The  intersection  of  deepfakes  with  copyright  and  fair  use  laws  further  complicates  their  

legal  status.  As  deepfakes  become  more  sophisticated  and  widespread,  the  urgency  of  

comprehensive  legislation  to  regulate  this  rapidly  evolving  technology  becomes  increasingly  

apparent.  The  lack  of  uniform  laws  poses  a  challenge  not  only  for  legal  practitioners  and  

legislators,  but  also  for  those  affected  by  the  malicious  use  of  deepfakes.

Deepfakes  operate  in  a  legal  grey  area.  They  are  not  inherently  illegal;  however,  they  can  

become  illegal  if  they  infringe  intellectual  property  rights,  violate  personal  rights  through  the  

creation  of  non-consensual  pornography,  spread  misinformation,  or  pose  a  threat  to  national  

security.  The  specificity  of  laws  regarding  deepfakes  depends  largely  on  the  jurisdiction.  This  

fragmentation  at  the  state  level,  and  in  complex  states  (federal  states,  länder,  autonomous  

communities  or  equivalent  with  competence  in  the  matter),  points  to  an  uneven  approach  to  

regulation,  which  can  be  difficult  to  manage.

It  should  be  clarified  that  viewing  deepfakes  is  not  illegal  in  itself,  except  in  cases  where  the  

content  includes  illegal  material,  such  as  child  pornography,  and  even  here  in  certain  legislations  

this  would  be  legally  debatable,  as  in  the  case  of  Hentai  in  Japan,  with  scenes  (comic  or  video)  

of  a  sexual  nature  with  avatars  that  clearly  appear  to  be  minors,  or  the  judicial  case  of  the  

temporary  ban  on  the  exhibition  in  Spain  of  the  film  A  Serbian  Movie,  for  graphically  depicting  

the  rape  of  a  young  baby.

The  legal  status  of  deepfakes  is  an  evolving  topic.  Currently,  there  is  no  comprehensive  

legislation  in  any  region  or  country  around  the  world  that  directly  addresses  the  creation  and  

distribution  of  deepfakes.  The  legality  of  these  AI-generated  deepfakes  varies  from  place  to  

place,  with  some  states  placing  restrictions  on  their  creation  and  distribution,  particularly  when  

used  for  harmful  purposes  such  as  non-consensual  pornography  or  to  influence  elections.

A  major  concern  is  that  over  90%  of  deepfake  content  is  associated  with  pornographic  

material,  often  created  without  consent.9  As  deepfake  technology  advances,  it  is  likely  to  be  

used  in  other  illegal  ways,  such  as  extortion  and  digital  harassment.

As  we  have  seen,  AI  and  deepfake  technology  have  significantly  transformed  the  digital  

realm,  ushering  in  a  new  era  where  seeing  is  no  longer  believing.  Deepfakes,  highly  realistic  

fakes  created  with  AI,  challenge  our  ability  to  discern  what  is  real  from  what  is  fabricated.

like  the  aforementioned  one  from  Spain,  have  prohibited  the  creation  or  distribution  of  deepfakes  

under  certain  conditions,  such  as  when  they  are  used  to  create  non-consensual  pornography,  

seek  to  generate  electoral  influence  or  violate  intellectual  property  rights.

The  distinction  here  is  crucial:  while  the  consumption  of  deepfake  content  does  not  typically  

result  in  legal  consequences  for  the  viewer,  the  production  and  dissemination  of  such  content  

without  the  consent  of  the  depicted  subjects  can  have  legal  consequences;  thus,  as  deepfakes  

gain  increasing  attention,  a  growing  number  of  states  have  enacted  laws  to  regulate  them  in  the  

context  of  non-consensual  pornography.
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Online  Security  Act.

Singapore  has  taken  a  different  approach  by  implementing  the  Protection  from  Online  

Falsehoods  and  Manipulation  Act,  which  targets  false  statements  of  fact  on  the  internet.  While  

not  specifically  targeting  deepfakes,  this  law  can  be  applied  to  them,  reflecting  Singapore’s  

commitment  to  combating  disinformation.

India  has  issued  an  advisory  to  social  media  platforms  to  guard  against  deepfakes  that  

violate  the  country's  technology  rules  (although  they  are  not  illegal  per  se).

South  Korea  has  cracked  down  by  enacting  a  law  in  2020  banning  the  distribution  of  deepfakes  that  may  harm  the  

public  interest,  with  penalties  including  up  to  five  years  in  prison  or  fines  of  up  to  US$43,000.

Legislation  varies  widely  and  reflects  different  cultural,  legal  and  political  concerns.

In  the  UK,  sharing  deepfake  pornography  has  been  made  illegal  under  the

China  has  positioned  itself  with  a  very  strong  state  intervention  in  the  networks,  it  has  

developed  a  regulation  of  deepfakes  with  a  legislation  that  requires  user  consent  for  the  

production  of  deepfakes  and  requires  that  content  generated  by  AI  be  marked  as  such.  Thus,  

on  January  10,  2023,  provisions  applicable  to  providers  and  users  of  deepfake  technology  

came  into  force,  regulating  procedures  that  cover  the  entire  life  cycle  of  this  technology,  from  

its  creation  to  its  distribution.

Countries  around  the  world  are  grappling  with  the  legal  challenges  posed  by  deepfakes.

At  the  international  level,  regulatory  advances  in  this  area  should  be  highlighted,  especially  

at  the  level  of  the  European  Union,  with  the  approval  of  the  Artificial  Intelligence  Regulation,  

which  addresses  deepfake  technology  and  will  establish  a  series  of  guidelines  for  its  use.

Furthermore,  the  recent  European  Digital  Services  Regulation  also  makes  reference  to  

deepfake  technology  by  imposing  an  obligation  on  online  search  engines  and  very  large  online  

platforms  to  label  deepfakes  as  such,  in  accordance  with  the  transparency  principle.

In  this  context,  the  European  Parliamentary  Research  Service  issued  the  report  Tackling  

deepfakes  in  European  policy,  referenced  in  the  explanatory  memorandum  of  this  Bill.  This  

report  examines  the  risks  associated  with  deepfakes,  such  as  identity  theft,  intimidation  and  the  

infringement  of  fundamental  rights  such  as  equality  and  non-discrimination,  proposing  measures  

to  address  these  risks  in  various  dimensions  (including  technological,  creative  and  dissemination).

As  deepfake  technology  continues  to  evolve,  the  international  community  may  need  to  

consider  more  unified  strategies  to  address  its  widespread  implications.

The  emergence  of  AI-generated  nude  images  has  introduced  complex  challenges.  The  

central  question  is  whether  a  nude  image  must  be  “real”  for  a  victim  to  seek  legal  redress.  AI  

can  now  create  or  manipulate  images  to  produce  convincing  “nudes”  of  real  individuals  who  

never  consented  to  or  participated  in  the  creation  of  the  content.  Although  these  images  are  not  

authentic,  their  potential  use  for  revenge  pornography  is  a  very  real  concern.

Currently,  at  least,  there  do  seem  to  be  common  positions  on  a  global  scale,  and  the  

treatment  of  child  pornography  in  the  context  of  deepfakes  is  unequivocal:  it  is  illegal,
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9.  Deepfakes  and  avatars:  The  new  frontier  of  identity  
in  the  metaverse

57

The  metaverse,  a  digital  evolution  that  promises  to  transform  human  interaction  in  virtual  

environments,  is  rapidly  proliferating,  driven  by  AI  and  its  ability  to  create  customizable  and  lifelike  

avatars.  However,  it  is  not  just  another  video  game  or  social  media  platform;  rather,  the  metaverse  

is  emerging  as  an  interactive  space  where  activities  range  from  relationship  building,  to  community  

formation,  business,  and  identity.  Fundamentally,  these  spaces  are  transforming  virtual  

experiences  into  highly  technological,  personalized  worlds,  and  human  avatars  into  adaptive  and  

scalable  entities.

The  metaverse  is  a  shared  space  that  spans  across  platforms  and  offers  immersive  3D  and  

VR  experiences;  users  can  interact  in  spaces  that  mirror  the  real  world  or  are  entirely  fantasy.  AI  

is  an  imperative  ingredient  in  the  creation  of  the  metaverse,  allowing  characters  and  environments  

to  be  autonomously  generated  and  respond  to  shared  surroundings.  Through  AI,  the  metaverse  

becomes  an  environment  that  also  ‘learns’  about  its  users  –  detecting  behavioral  patterns,  

recognizing  preferences,  and  generally  making  each  experience  within  the  metaverse  unique  to  

each  individual.

Victims  of  deepfake  pornography  can  also  pursue  legal  avenues  in  the  vast  majority  of  

countries,  such  as  intellectual  property  rights,  invasion  of  privacy,  or  defamation  lawsuits,  

depending  on  the  specifics  of  their  case.

which  reflects  the  position  that  any  sexualized  depiction  of  an  identifiable  minor  causes  harm,  

regardless  of  whether  the  image  is  real  or  virtual.

For  example,  AI  uses  algorithms  to  determine  how  a  user  moves  through  the  metaverse,  

what  types  of  experiences  they  spend  the  most  time  on,  what  types  of  interactions  they  engage  in,  

and  based  on  this,  it  can  offer  experience  recommendations  or  change  the  appearance  of  the  

metaverse  to  make  it  more  attractive  and  personalized.  In  this  way,  the  metaverse  becomes  more  

interactive  over  time  and  responsive  to  the  demands  of  its  users.

Another  key  feature  of  the  metaverse  is  the  ability  to  create  avatars  –  virtual  representations  

of  an  individual  that  can  reflect  their  true  identity  or  project  a  completely  different  one.  AI  has  

completely  transformed  the  process  of  creating  avatars.  Previously,  it  was  difficult  to  create  a  

detailed  avatar  as  this  would  require  a  great  deal  of  effort  and  time;  however,  it  is  now  possible  to  

create  hyper-realistic  avatars  that  use  deep  learning  methods  to  mimic  the  individual’s  physical  

features  such  as  gestures,  facial  expressions  and  voice  patterns.

Furthermore,  avatars  can  be  customized  almost  limitlessly.  They  can  adjust  style  and  

appearance  based  on  the  individual’s  preference,  allowing  them  to  select  or  change  attributes  

such  as  gender,  physical  appearance,  clothing,  and  even  mood.  Using  AI  to  create  avatars  allows  

users  to  create  digital  identities  in  the  metaverse  more  quickly  and  easily.  Through  the  avatar,  

one  can  show  their  true  face  or  try  out  alternatives.  Generally,  this  is  an  opportunity  to  go  on  a  

journey  of  identity  exploration,  which  is  not  always  achievable  outside  the  digital  world.
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10.  Can  deepfake  be  a  crime?
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Since  their  creation  is  found  in  the  artificial  work,  in  a  high  percentage  of  cases  they  are  used  to  humiliate  or  

discredit,  generally  offending  the  image  of  a  person.

For  these  reasons,  the  most  relevant  crime  that  could  be  applicable  in  this  case  is  that  of  libel.

As  a  result,  this  content  not  only  harms  people's  reputation,  but

It  also  causes  emotional  damage  to  the  victims.

The  creation  of  a  deepfake  and  its  subsequent  dissemination  on  the  internet  or  social  media  could  result  in  a  

crime  in  certain  cases.  As  mentioned  in  some  analyses,  the  creation  of  a  deepfake  with  the  image  of  a  person  

alone  cannot  be  considered  a  crime  against  privacy  or  injuries  to  the  freedom  of  those  bodies  (Article  197  of  the  

Criminal  Code).

If  the  image  is  original,  not  artificially  generated,  it  could  be  a  crime  to  access  images,  both  published  and  

unpublished,  provided  that  data  protection  measures  designed  to  safeguard  personal  information  are  violated.  

However,  it  is  common  for  such  images  to  be  taken  from  publicly  accessible  developments  or  publications,  such  

as  social  media  profiles  and  open  access  platforms.  In  other  words,  they  come  from  public  rather  than  private  

sources.  This  raises  a  new  perspective  in  the  analysis  of  the  crime,  given  that  images  are  rarely  obtained  directly  

from  private  sources.

Therefore,  the  metaverse,  as  explained  by  AI,  has  changed  the  way  we  interact  digitally  and  express  

ourselves,  as  AI  avatars  reflect  our  real  identity  as  well  as  our  desired  identity.  Therefore,  through  personalized  

spaces  and  more  realistic  avatars,  AI  makes  the  metaverse  a  space  for  creativity,  without  limits  and  authentic,  

creating  a  new  field  of  interaction  within  the  virtual  world.

With  AI  avatars,  people  can  show  what  they  would  like  to  be,  but  do  not  have  the  courage  or  skills  to  fully  

express  themselves  –  for  example,  because  they  look  different,  speak  differently,  or  behave  differently.  

Furthermore,  AI  makes  these  avatars  more  reactive  and  adaptable  to  feelings.  In  fact,  AI  is  being  designed  so  

that  avatars  understand  and  interpret  the  emotions  of  others  and  respond  accordingly.  This,  in  turn,  makes  

communication  more  sincere.  Indeed,  people  often  choose  non-verbal  communication,  such  as  body  language  

and  facial  expressions,  which  in  the  metaverse  enrich  human  communication  and  make  it  more  real.

According  to  Article  208  of  the  Spanish  Criminal  Code,  insult  refers  to  any  “action  or  expression  that  injures  

another  person’s  dignity,  undermining  their  reputation  or  disparaging  their  self-esteem.”  Thus,  from  the  perspective  

of  the  law,  this  provision  regulates  the  right  to  a  person’s  honor,  reputation,  and  self-esteem.  From  this  perspective,  

deepfakes  can  be  interpreted  as  a  type  of  injury.  It  is  appropriate  to  say  that  deepfakes,  when  certain  deepfakes  

are  damaging,  are  a  type  of  injury.  Deepfake  is  the  necessary  simulation  with  software  of  a  person  in  the  

relationship  that  they  have  not  actually  created.  Therefore,  such  a  representation  is  distorted  and  offensive.  Only  

deepfakes,  in  their  creation  and,  to  a  lesser  extent,  in  their  distribution,  which  model  a  person  in  relation  to  any  

negative  situation  or  make  them  an  object  of  ridicule  and  humiliation,  can  injure  their  dignity  and  disparage  their  

reputation  and  self-perception.
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predominantly  sexual  or  pornographic,  stating  that  “in  these  circumstances,  the  deepfake  was  

created  with  the  desire  to  humiliate  and  insult  the  person  in  front  of  him.”  Considering  the  clear  

form  of  the  style  of  its  content,  its  explicit  nature  and  the  real  harm  to  the  dignity  of  the  person  

whose  image  was  used  in  it,  this  style  of  deepfake  should  be  recognized  as  a  crime  in  all  

respects.  It  has  been  proven  that  the  use  of  a  person’s  image  for  any  sexual  content  without  

permission  is  intended  to  harm  honor  and  privacy  due  to  the  nature,  which  is  usually  negative  

and  often  false  and  degrading.

In  order  to  be  tried,  the  injured  party  would  have  to  file  a  complaint  in  the  investigating  

court.  It  is  recommended  that  the  complaint,  if  it  is  civil,  be  drafted  by  a  lawyer  specializing  in  

crimes  against  honor.  This  person  will  help  prepare  the  necessary  evidence,  and  thus,  based  

on  the  proposed  legal  requirements,  will  maximize  the  chances  of  success  in  court.  He  will  

also  inform  the  plaintiff  about  the  legal  and  compensatory  remedies  available  under  the  law.

The  dissemination  of  this  content  can  have  serious  destructive  consequences.  Since  the  

display  of  this  form  of  content  can  lead  to  a  breakdown  of  a  person's  moral  state,  envy,  pain,  

and  the  inability  to  work  or  have  personal  relationships,  the  latter  is  obvious.  Therefore,  it  is  

urgent  and  necessary  to  regulate  and  address  the  issue  of  the  ethics  and  legitimacy  of  

deepfakes.

From  a  legal  point  of  view,  it  is  already  known  that  Law  is  reactive,  that  is,  it  is  a  response  

to  human  conflicts  to  restore  balance  and  guarantee  violated  rights.  But  at  the  same  time,  

since  Law  is  reactive,  regulation  always  comes  too  late  for  a  certain  category  of  conflicts.  This  

is  because  the  21st  century

Therefore,  for  a  deepfake  to  be  classified  as  a  crime  of  injury,  its  very  content  and  the  public  

perception  of  this  content  must  be  particularly  hurtful  or  damaging  to  the  reputation  of  the  

person  portrayed.  Again,  the  term  “seriousness”  must  be  understood  contextually  and  taken  

into  account  in  the  circumstances  of  the  case.

At  the  same  time,  most  of  the  reviewed  studies  argue  about  deepfakes

In  other  words,  a  person  must  be  able  to  understand  the  intention  of  the  deepfake  creator,  as  

well  as  assess  the  potential  for  damage  to  the  victim's  real  reputation.  If  the  person  depicted  is  

shown  in  such  a  way  as  to  spread  dishonor  to  his  or  her  image,  or  the  public's  perception  is  

distorted  to  produce  his  or  her  harm,  this  is  serious  harm,  namely,  this  is  what  is  criminalized  

under  the  crime  of  libel.  If,  on  the  other  hand,  the  presentation  did  not  cause  any  real  harm,  or  

the  presentation  was  seen  as  silly,  there  would  be  nothing  to  judge.

However,  it  should  be  noted  that  not  all  injuries  are  crimes.  The  current  criminal  classification  

allows  for  the  prosecution  of  injuries  in  cases  of  particular  severity.

Given  the  constant  refinement  of  the  technologies  that  enable  the  creation  of  this  content,  

it  is  clear  that  the  challenge  of  regulating  the  distribution  of  this  content  and  protecting  against  

these  crimes  is  becoming  increasingly  pressing.  An  improved  legal  framework  would  make  it  

possible  to  offer  individuals  greater  protection  in  relation  to  deepfakes  and  provide  a  real  

defence  against  the  risks  posed  by  these  manipulated  representations.

For  all  these  reasons,  we  find  ourselves  in  a  scenario  that  raises  serious  doubts  about  the  

evolution  that  legal  regulation  may  experience  in  the  face  of  such  new  phenomena  as  

deepfakes.
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11.  Conclusions

60

There  are  several  reasons  for  this  situation.  Firstly,  the  fundamental  factor  is  the  lack  of  

legislation  on  artificial  intelligence  and  technological  use  to  deal  with  the  challenges;  in  many  

cases,  existing  legislation  does  not  allow  legal  requests  regarding  counterfeiting  crimes  and  other  

forms  of  digital  abuse  to  be  made  a  reality.  Secondly,  courts  in  many  cases  lack  a  clear  framework  

to  try  to  address  these  crimes;  in  such  conditions,  judges  and  prosecutors  may  not  have  adequate  

training  to  apply  the  law  in  a  way  that  suits  such  a  state  of  affairs.  Therefore,  the  means  will  not  be  

available  for  the  courts  to  deliver  justice  to  victims  and  punish  offenders  effectively.  Thirdly,  lack  

of  technological  tools  and  human  resources  to  enable  law  enforcement  organizations  and  courts  

to  investigate  and  punish  crimes.  Without  these  resources,  criminal  prosecutions  of  perpetrated  

crimes  will  not  be  feasible;  it  is  extremely  difficult  to  trace  the  origin  of  a  deepfake,  and  often  

impossible  to  identify  the  perpetrator.  Fourthly,  the  failure  of  legislation  to  adapt  to  current  needs  

is  not  only  a  problem,  but  also  a  critical  opportunity  to  change  the  way  the  law  is  applied  in  the  

digital  environment.  Establishing  specific  standards,  training  legal  institutions  and  providing  justice  

bodies  with  the  necessary  technological  tools  are  essential  steps  for  the  law  to  be  able  to  fulfil  its  

protective  and  regulatory  function  in  a  society  increasingly  influenced  by  technological  development.

This  study  has  revealed  several  key  insights  into  its  ethical,  social  and  legal  implications.  Below  

are  some  of  the  main  conclusions  derived  from  this  analysis:

Today,  the  legal  framework  in  many  countries  is  outdated  and  often  not  entirely  suitable  for  

solving  modern  problems,  such  as  deepfake  crimes  and  other  digital  manipulations.  And  not  only  

does  it  fail  to  protect  victims,  for  the  most  part,  but  it  also  leaves  a  gap  in  the  form  of  a  regulatory  

vacuum,  in  which  even  those  who  use  technologies  in  a  harmful  way  can  find  refuge.  This  is  

because,  in  addition  to  the  possible  lack  of  a  clear  judicial  response  on  the  feasibility  of  digitally  

manipulating  actions,  people  tend  to  resort  to  this  practice  when  they  feel  that  something  has  been  

denied  to  them  unfairly.

The  past  saw  the  emergence  in  the  most  developed  countries  of  a  new  wave  of  technologies  that  

exceeded  the  adaptability  of  law  and  regulation  to  them.

1.  Exploitation  of  privacy  and  consent:  Deepfake  technology  has  enabled  the  creation  of  explicit  

content  without  people's  consent,  raising  serious  concerns  about  the  violation  of  privacy  

and  other  rights  inherent  to  every  person.  People  can  be  depicted  in  sexual  or  explicit  

situations  without  their  approval,  which  violates  their  privacy  and  exposes  victims  to  serious  

psychological  and  social  harm.

2.  Rise  in  non-consensual  pornography:  Deepfake  avatars  have  led  to  a  rise  in  non-consensual  

pornography.  This  occurs  when  explicit  images  or  videos  of  a  person  are  created  without  

their  permission  and  spread  on  online  platforms,  causing  considerable  harm  in  terms  of  

victims’  reputation,  mental  health  and  well-being.
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7.  Challenges  in  detecting  deepfakes:  The  ability  to  detect  deepfakes  remains  a  significant  challenge  due  to  the  

sophistication  of  the  technology.  Existing  detection  techniques  are  not  always  effective,  making  the  creation  

and  distribution  of  this  malicious  content  even  more  dangerous.  This  highlights  the  need  to  develop  better  

verification  tools  and  public  education  on  how  to  identify  this  type  of  content.

5.  Urgent  need  for  legislation  and  regulation:  Regulation  of  deep-fake  pornography  is  an  urgent  need  to  prevent  

the  abuse  of  the  technology  and  protect  those  affected.  While  some  countries  have  begun  to  implement  

laws  against  the  creation  and  distribution  of  non-consensual  explicit  content,  there  is  still  a  significant  gap  in  

global  legislation,  which  requires  coordinated  efforts  to  effectively  address  this  problem.

Deepfake  technology  presents  both  opportunities  and  risks.  While  its  legitimate  use  can  enrich  the  entertainment  

industry  and  other  areas,  its  application  in  non-consensual  pornography  raises  serious  concerns  about  exploitation,  

psychological  harm  and  rights  violations.  To  address  these  challenges,  it  is  essential  to  develop  robust  legal  

frameworks,  increase  the  accountability  of  technology  platforms  and  provide  adequate  support  to  victims.  The  study  

of  deepfake  avatars  and  pornography  highlights  the  need  for  a  comprehensive  approach  to  mitigate  the  risks  

associated  with  the  abuse  of  these  technologies  and  protect  the  fundamental  rights  of  individuals  in  the  digital  age.

4.  Psychological  and  social  impact  on  victims:  Victims  of  deepfake  pornography  often  experience  significant  

psychological  harm.  In  addition,  the  social  repercussions  of  the  dissemination  of  such  content  affect  people's  

reputations,  even  when  the  content  is  clearly  false.  This  demonstrates  the  need  for  a  more  comprehensive  

approach  to  addressing  the  issue.

6.  Responsibility  of  technology  platforms:  Online  platforms  play  a  key  role  in  the  spread  of  deepfake  pornography,  

as  much  of  this  content  is  rapidly  disseminated  through  social  media  and  video  hosting  sites.  Technology  

companies  must  take  greater  responsibility  to  implement  more  effective  measures  to  detect  and  remove  this  

type  of  content,  as  well  as  improve  reporting  protocols  and  support  for  victims.

public  support  strategies  and  resources  to  help  those  affected.

3.  Ethical  and  legal  challenges:  The  creation  and  distribution  of  deepfake  pornography  raises  a  complex  ethical  

dilemma  about  responsibility  and  control  of  the  technology.  Although  this  technology  has  legitimate  

applications  in  areas  such  as  entertainment  and  education,  its  malicious  use  in  non-consensual  pornography  

raises  questions  about  the  need  for  stricter  regulation  to  protect  people's  dignity  and  rights.

Based  on  what  has  been  explained  in  this  article,  the  proliferation  of  technologies  is  posing  a  major  challenge  

in  terms  of  legal  regulation,  since  it  is  constantly  evolving.  The  lack  of  an  updated  and  adequate  legal  framework  

leaves  both  victims  and  perpetrators  unprotected,  who,  as  of  the  date  of  this  article,  have  an  environment  in  which  

they  can  commit  all  these  criminal  acts.  Protection  can  only  be  guaranteed  by
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